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Purpose

Sinoboom is committed to ensuring the security and reliability of its products and services.

This Vulnerability Disclosure Policy (VDP) outlines how security vulnerabilities should be reported in

a responsible manner and how Sinoboom will handle such reports.

This policy applies to all security vulnerability reports, regardless of whether the vulnerability

qualifies for any reward or incentive program.

Scope

Scope of Vulnerability Reporting Obligations

The obligations in this policy regarding vulnerability reporting (i.e., reporting actively exploited
vulnerabilities and severe security incidents to regulatory authorities) apply to all Sinoboom products
with digital elements placed on the market (including the EU market), regardless of whether the
product is still being sold or its official support period has expired. Products with digital elements
include, but are not limited to:
a) Telescopic boom lifts, articulating boom lifts, scissor lifts, vertical mast lifts, spider lifts, truck-
mounted boom lifts, telehandlers, and accompanying software;
b) Embedded control units such as machine safety controllers, chassis and travel controllers, steering
controllers, lift and slewing controllers, platform control boxes, and ground control boxes;
¢) Software, parameters, and configurations relied upon by safety-related functions such as load-
sensing systems, tilt and slope sensors, travel limits and interlocks, and secondary guarding (anti-
entrapment) systems;
d) CAN/LIN bus communication, onboard diagnostic and debugging interfaces, Bluetooth, Wi-Fi,
cellular communication modules, and their protocol stacks;
e) Telematics boxes (T-Boxes), positioning modules, and external data interfaces;
f)  Device firmware, Bootloader, factory default configurations, and OTA update services;
g) Device authentication, key management, update signing, and authorization mechanisms;

h) Third-party and open-source components delivered with the product or listed in the Software Bill
of Materials (SBOM).

Scope of Vulnerability Handling Obligations

The vulnerability handling obligations under this policy (i.e., vulnerability identification, analysis,
remediation, and release of security updates) apply to Sinoboom products that have been released and
are within their officially declared support period. Sinoboom is not obligated to provide vulnerability

remediation under this policy for products whose support period has expired.
The following are outside the scope of this policy:

*  Third-party products with digital elements that are not developed or operated by Sinoboom and
are not incorporated into Sinoboom products as components.



e Products with digital elements that users have modified or flashed without authorization, or that

are unofficial or have reached end-of-life (EOL).

* General functional defects, cosmetic issues, and user experience issues that have no cybersecurity
impact.

*  Vulnerabilities in non-product systems, such as Sinoboom's office IT systems and corporate
website content management systems, are handled in accordance with the company's information
security incident handling process.

» Testing activities targeting systems, networks, or data not explicitly listed in this policy

* Social engineering attacks, phishing, spam, physical intrusion into premises, and testing activities
targeting systems, networks, or data not explicitly listed in this policy

»  Physical security testing (e.g., destructive testing of the physical structure of equipment)

*  Operational testing that poses risks to personal safety (e.g., testing that requires operating

equipment while it is in motion)

Authorization Statement

This policy is intended solely to provide a reporting mechanism for security vulnerabilities and does
not constitute authorization for penetration testing, security assessments, or any other proactive
security testing activities.

Unauthorized penetration testing of any kind, automated scanning, denial-of-service (DoS) testing,
operations that interfere with the normal operation of equipment, and other activities that may
interfere with the safe operation of Sinoboom systems, services, or equipment are not authorized
under this policy.

Penetration testing may be conducted only when explicitly invited and authorized by Sinoboom.

Special Warning: Mobile Elevating Work Platforms (MEWPs) directly affect operator safety. It is
strictly prohibited to perform any form of security testing while personnel are operating the
equipment. If a security vulnerability is discovered during normal product use or without intentional
or active testing, Sinoboom encourages researchers to report it promptly. Provided that the report
complies with this policy and is made in good faith, Sinoboom does not intend to take legal action in

connection with such reporting.

Vulnerability Reporting Channels

Sinoboom encourages security researchers, customers, and other stakeholders to submit vulnerability
reports through the following designated channels so that vulnerabilities can be effectively tracked
and addressed.

Preferred Reporting Method:
*  Dedicated Cybersecurity Email

cybersecurity@sinoboom.com

*  Telephone
+86 0731-87116333


mailto:security@sinoboom.com

Where possible, vulnerability reports should include the following information:
* Detailed description of the vulnerability

*  Affected products or versions

»  Steps to reproduce or proof of concept (PoC)

»  Assessment of potential security impact

Vulnerability Handling

All received vulnerability reports will be reviewed by Sinoboom's security team.

Sinoboom follows the principle of **Coordinated Vulnerability Disclosure** and prioritizes
remediation or mitigation measures based on the vulnerability's severity, exploitability, and potential

impact on users.

Vulnerability Disclosure

Sinoboom follows the principle of Coordinated Vulnerability Disclosure.

Sinoboom expects researchers to coordinate disclosure with Sinoboom and refrain from publicly
disclosing vulnerability details until a fix or mitigation has been released or Sinoboom has provided

written consent.

Sinoboom determines whether, when, and how to disclose a vulnerability based on an overall
assessment of factors such as risks to users, vulnerability severity, exploitability, and the availability

of fixes or mitigations.

When making public disclosures, the information will generally be limited to high-level descriptions
and will not include detailed vulnerability exploitation techniques, proof-of-concept (PoC) code,

details that could be used by attackers, or content that could increase the risk of misuse.

Prohibited Activities

Any activity resulting in any of the following is prohibited:

* Unauthorized access to Sinoboom data or systems

* Interference with or disruption of the stability or availability of services

*  Vulnerability exploitation beyond what is necessary

*  Premature public disclosure of vulnerability information without coordination
* Any activity that violates applicable laws or regulations

If sensitive or personal data is encountered during vulnerability discovery, the relevant activity
should be stopped immediately, further access should be avoided, any locally retained copies of the

data should be deleted, and Sinoboom should be notified promptly in the vulnerability report.

Vulnerability Numbering and CVE



Sinoboom may use internal identifiers to track and manage vulnerabilities.

A CVE ID is not required by default for every vulnerability. In appropriate cases, Sinoboom may
coordinate with the relevant CVE Numbering Authority to request or reference a CVE ID based on

the nature, scope of impact, and severity of the vulnerability.

The absence of an assigned CVE ID does not mean that the vulnerability is not serious, has not been
verified, or does not require remediation.

Policy Updates

This policy may be updated from time to time.

The latest version will be published on Sinoboom's official website.
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